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1 Purpose
The Strategic Risk Register is formally reported to the NHS Board for

e Awareness; and
e Discussion.

to provide assurance that the strategic risks are being managed and to provide an
opportunity to identify if there are any new/additional risks which should be added to
the Strategic Risk Register at this time.

This report relates to:
e NHS Board Governance Procedures

This aligns to the following NHSScotland quality ambition(s):
e Safe

o Effective

e Person Centred

2 Report summary

2.1 Situation
The strategic risks were reviewed at the Risk Management Group (RMG) meetings in
June, September and November 2022.

The risks which the standing committees are responsible for were presented at the
Clinical Governance Committee in September 2022 and Staff Governance Committee in
October 2022. The entire Strategic Risk Register (SRR) was presented to the Audit
Committee in November 2022.
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2.2

2.3

A schedule for presenting the relevant risks to the Finance and Performance Committee is
in development.

Changes made to the SRR in terms of new and closed risks, and changes in risk scores
and risk responses are outlined in the paper. In addition new sections on procedures
developed, proposals presented and horizon scanning have been added to assist with the
sharing of key information from RMG to the Audit Committee and subsequently to the NHS
Board.

As part of the annual review of the RMG Terms of Reference, RMG proposed that going
forward the Chief Executive will replace the Medical Director as the Chair of the RMG.
This will enhance the governance process by creating a clear distinction between the
Director with Lead responsibility for clinical governance, ie Medical Director, and the
leadership of the oversight group for Risk Management. This has been supported by the
Audit Committee.

Background
As part of the review of the risk management strategy in 2021/22 the following changes
were made:

e corporate risks renamed to strategic risks;

e adopted a new risk description format in line with the orange book and to help
ensure we have clear and consistent risk descriptions:-

If.... (the cause of the risk)
Then.... (the event/incident)
Resulting in.... (the consequence)

e added ‘reason for change’ field and ‘date risk reviewed’ onto the risk form thus
enabling SRR reports to identify why changes have been made to the relevant
groups, committees and Board risks;

e agreed risk title to be used in reports and for communicating the strategic risks
within the organisation.

Executive Directors have been supported to review the risks they are responsible for in
line with the above format and work continues to support line managers throughout the
organisation to review their risks and implement this format.

The Datix Support Officer and other members of the Clinical Governance and Risk Team
continue to support staff with the identification, recording and management of risks across
the organisation.

Assessment
Key changes made to the Strategic Risk Register includes:

e For ease of reference the Strategic, Organisational, Directorate and Highest
Rank table are now all displayed on one spreadsheet, see Appendix 1;

e To enhance governance processes a new field entitled “updates from
governance committees” has been added to the SRR enabling the easy
recording of when governance groups reviewed their strategic risks and any
changes made / proposed,;

e A draft, read-only version of a new dashboard has been added to Datix which
contains all the strategic, directorate, and organisational risks. This dashboard
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can be viewed by anyone with a Datix account and should address the concerns
of risks not being visible across the organisation;

e Two risk descriptions have been updated into the new format;
e New controls were added to the Finance risk;

e Two strategic risks are due for review: risk 1, relating to national standards, and
risk 16, relating to Covid-19. DPH has updated this risk to note that
Asymptomatic testing of Covid-19 is no longer in place; and some fixed-term
posts related to the pandemic are now substantive, but unfortunately currently
vacant. These factors mean the Health Protection response could be considered
fragile and so the risk is still rated high;

e Two organisational risks have been added to the register, both medium, the risk
of professional registrations being out of date is marked as “tolerate” and the risk
of slips, trips and falls at the mass vaccination clinic venue is marked as “treat”;

e There are two directorate-approved “high” risks, one about access to out-hours-
services, and one about challenges in medical staffing;

e The new risk form, now live across the organisation, includes a “feedback
section”, so users can make suggestions directly to Clinical Governance; and

e Chief Nurse (Corporate) and Datix Systems Officer will work on the process of
linking all departmental risks to organisational or directorate risks over the
coming months.

New Risks

One new risk has been considered and added to the SRR, SRR(18) Risk of CBRN
Contamination (see Appendix 2). It was noted that although work had been progressed
on the controls for this risk over the last year, that this risk has been considered to remain
at strategic level due to the severity of potential consequences and that any incident of
this nature would require a multi-agency response.

Closed Risks
Covid during recovery phase (SR05), RMG decided this risk could now be closed.

Changes in Risk Scores
The following changes were made in relation to risk scores:

Workforce (SR08), Finance (SR02) and Flu-Pandemic (SR19) were all reviewed and
risk level increased by 4 points, from 8 to 12, indicating either an increase in likelihood
or higher consequences associated with the risk.

Strategic Risk, mental health (SR07) had been de-escalated to a directorate risk at the
RMG meeting in March 2022. DNAAS, as NMAHP Director, shared an update on
departmental weaknesses around clinical governance, related to unfit IT systems which
will be replaced over the next 12 months. The current implications of unfit IT systems
being a lack of a clear suite of clinical documentation, which would include care plans,
risk assessments, and robust patient chronologies; and lack of care plans for patients
with severe and enduring mental iliness. It was noted that short-term measures were
being put in place while the IT systems are being replaced.

RMG agreed that risk (SR07), which referred specifically to mental health and delays in
response to audit findings, should remain at the directorate level.
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RMG also agreed DCHSC should work with Mental Health management to establish a
new departmental risk, outlining the interplay between workforce pressures and clinical
governance concerns.

Changes in Risk Responses
The following change was made in relation to risk responses:

Planning / Contingency (SR13) the appetite on this risk owned by DCHSC has changed to
“‘moderate”, to reflect Shetland Islands Council services moving to business continuity
plans for the provision of services within the Integration Joint Board.

Procedures

A procedure for the Escalation and De-escalation of Risks has been developed and
implemented in practice. This was added to “How to add and manage Risks on Datix”, a
quick reference guide which has been developed to support managers in practice.

Proposals

DCHSC proposed changing the system by which CHSC Directorate risks are recorded.
Currently these risks are recorded on both the Datix system (NHS) and the JCAD system
(SIC), resulting in a duplication of work. RMG agreed to the switch to using the JCAD
system only for CHSC Directorate risks, offering training and access to NHS staff and
managers as required.

The Clinical Governance team will request access to the JCAD system and meet with SIC
counterparts to discuss how they manage risk using the JCAD system. It was noted that
changes would need to be made to the Risk Management Strategy to reflect a recording-
system change; and that the risks, impacts, and reasoning behind any decision to switch
risk recording systems should be properly documented. It is anticipated that these
changes will be unlikely to be in place before the new financial year, 2023-24.

Training

Audit Committee members have identified that it would be beneficial for some training to
be provided in relation to Risk Management. The Clinical Governance and Risk Team, in
liaison with the Executive Lead and Committee Chair, will aim to provide an appropriate
training session for members before the end of this financial year.

Horizon Scanning Risk Discussions

Discussions were held in relation to the need to consider risks for the following
upcoming areas which may have an impact organisationally:

e National Care Services;

e Cost of Living Crisis — potential impact of the current cost-of-living crisis on the
NHS workforce, and how it may affect service delivery;

e Strategic Winter 2022 risk about the particular pressures facing NHS Shetland,
incorporating the potential for illness-related staff shortages; consequences of
the cost of living crisis, power cuts/outages;

e Programme Risks, how to best record various risks associated with a single
programme — eg vaccination or screening; and

¢ NHS ownership of tenant-occupied buildings.
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2.3.2

2.3.3

234

235

2.3.6

Quality/ Patient Care

Effective risk management is a key component of ensuring patient safety by contributing to
improving the reliability and safety of everyday health care systems and processes.

Workforce

Effective management of risk is key to ensuring staff work in a safe environment. The risk
assessments recorded on Datix have universal application across NHS Shetland, other
NHS Boards as well as including staff working within the Community Health and Social
Care Partnership, and as a consequence, affect all groups.

Financial

There are no direct financial consequences of this paper. However, where
improvements in practice, or to address gaps in controls, are required there may be
associated financial costs. These are managed through the department/area either
where the issue arose or by those responding to the issue eg health and safety, estates
dept or would be escalated if it was a significant cost.

Risk Assessment/Management

The Executive Director reviews their strategic risks prior to each RMG and the full strategic
risk register is presented at each RMG meeting. If new strategic risks are identified these
are also included at RMG for review and agreement to be included on the risk register.

The SRR is then presented at each of the standing governance committees twice per
annum. Dates at which the SRR has been considered by the standing committees is
noted above.

Risk Assessment and Management is undertaken in line with Healthcare Improvement
Scotland (HIS) Risk Management Framework which incorporates the NHS Scotland 5x5
Risk Assessment Matrix.

Equality and Diversity, including health inequalities

The Board is committed to managing exposure to risk and thereby protecting the health,
safety and welfare of everyone - whatever their race, gender, disability, age, work pattern,
sexual orientation, transgender, religion or beliefs - who provides or receives a service
to/from NHS Shetland.

The Equality and Diversity Impact Assessment Tool has been completed for the Risk
Management Strategy.

Other impacts
There are no other impacts to note.
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2.3.7

2.3.8

2.4

Communication, involvement, engagement and consultation

The SRR is an internal document therefore no engagement with external stakeholders has
been undertaken. There has been regular communication and involvement in the
development and review of the risks with Heads of Departments, relevant topic specialists
eg Health and Safety, and with the Executive Directors both on an individual level and
corporately when formally meeting as RMG. Dates of RMG meetings are noted in the
section below.

Route to the Meeting

The SRR has been considered by RMG at it's meetings held on 29 June, 7 September
and 9 November 2022. The SRR was considered at CGC on 12 September, SGC on 6
October and Audit Committee on 29 November 2022. Any amendments or actions
proposed at each meeting has been followed up either by the respective Director or by the
Chief Nurse (Corporate) and / or Clinical Governance and Risk team, as appropriate.

Recommendation
The Strategic Risk Register is formally reported to the NHS Board for

e Awareness; and
e Discussion

to provide assurance that the strategic risks are being managed and to provide an

opportunity to identify if there are any new/additional risks which should be added to
the Strategic Risk Register at this time.

List of appendices

The following appendices are included with this report:

o Appendix No1l, Strategic Risk Register

o Appendix No 2, New Strategic Risk, Risk of Chemical, Biological, Radiological,
Nuclear (CBRN) Contamination
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Risk Assessment from Datix Na—

Risk Title: ‘ Risk of CBRN contamination

Risk Register
This risk relates to the This risk is linked to a
Assi to risk register ... Risk Th Link to what Obijectives...
S D (TS R 'S eme IS WES LIRS following Strategic Risks total of... other risks
Level 4 - Strategic Risk Planning / 1- To continue to improve and protect the health of the people | Access to Services, 2
Contingency of Shetland., 2- To provide quality, effective and safe services, Business Continuity Plans

delivered in the most appropriate setting for the patient ., 5- To
ensure sufficient organisational capacity and resilience.

. Strategic Risk ID .
DEICIER Y 25/10/2022 (if applicable) SR18 System Risk ID 1540

Risk Background / Context

Any CBRN or Hazmat incident is a low likelihood event but will result in a Major Incident if it occurs. The Scottish Government have previously supplied a
Decontamination Tent and PRPS equipment to successfully undertake dry decontamination. The suits require ongoing maintenance (supplied by SG) but the supply and
maintenance of training suits to facilitate exercising is a THB responsibility.

The requirement for a CBRN capability is enshrined in the NHS Organisational Standards. However, SG is developing a set of CBRN standards which will encompass levels
of training, exercising and 24 hr CBRN capability.

What local risks could result in this type of incident? There are 5 Comah sites including:
Sullom Voe Qil Terminal

Laggan Tormore Project

Lerwick Power Station

Certas Energy UK

Peterson (UK)

As well as:

The entire North Sea QOil and Gas industry.

Martime industry, including fishing and transportation of hazardous cargos.
A highly developed salmon farming industry.

Crofting.
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Risk Description

IF... (the cause of the risk) THEN... (the event/incident) Resulting in... (the consequence)

If there is an inadequate response to a Chemical Then there is a risk of patients, staff, public and Resulting in potential morbidity and mortality, loss of
Biological Radiological and Nuclear (explosives) CBRNe | premises being contaminated. There is a potential loss | services, financial and reputational loss.

incident of the entire hospital premises if contaminated.

A knock-on effect to other Shetland services

Controls to Mitigate the Risk

Controls (use bullet points for each control) Weaknesses or Gaps in controls Adequacy of controls  How is the risk to be managed
e Decon response part of Major Incident Plan e No training for incident managers / Inadequate Treat - plan to reduce level of
e 12 PRPS (Powered Respirator Protective Suits) provided team leaders at any level as yet risk
by SG e CBRN plan not yet tested
e 'Dry decontamination' on-line training module available e No budget for training and
to all staff equipment

e BC&R Officer has attended PRPS Instructor training

e 8 staff are trained in the operation of the suits

e Estates test decontamination tent intermittently &
make repairs etc

e BC&R Officer trained in managing a CBRN incident

Actions to Mitigate the Risk

. e Action Responsibility Date Action to be Action Completed
Action Description . . .
(who will carry out and complete this action) completed by on
Risk Levels
Initial Risk level Current Risk level

E— T Current Risk Rating Rationale

Likelihood Consequence ating Level Likelihood Consequence &
(score) (score)
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Unlikely - Not Extreme 10 High risk | Unlikely - Major 8 Medium
expected to Not Risk .
happen, but expected [25/10/2022 11:51:38‘Jarr1es McConnachie] The

definite to happen current consequencg is sllghtly reduced due to the

potential but ’ above controls. |t.WI|| not achieve moderate

exists definite consequence until the gaps are addressed.

potential
exists
Target Risk level \ Risk Appetite Risk Appetite Rationale
Likelihood  Consequence Rating Level
(score)

Unlikely - Moderate 6 Medium Low (1 - Minimal) [25/10/2022 11:43:18 James McConnachie] The inability to

Not Risk successfully deal with a CBRN incident at GBH will potentially halt
expected acute services - this may not be a short term disruption

to depending on the contaminant.
happen,

but
definite
potential

exists

Assurances for Strategic Risks Only

How is the risk to be Assured What gaps in assurance have been identified
e 6 monthly BC&R report to EMT e Afull Decon exercise has not been carried out.
e annual BC&R report to Finance and Performance Committee e The batteries for the training suits are defunct - replacements cost £150
e Departmental workplan monitoring e Deployment of the Decon Tent depends on Portering Staff having sufficient

e BC&R Working Group monitoring numbers available
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Committees and Risk Owners / Lead

Risk Lead
Risk to be presented to department, Risk Owner . 15K -ed . . The risk is due to be
(Person responsible for managing the risk .
. reviewed on...
on a day-to-day basis)
Department (Own), Executive Dr Susan Laidlaw James McConnachie 11 May 2022
Management Team, Other Committee

groups and / or Committees (overall responsibility for the risk)

Z:\ChiefExecOffice\BOARD NHS\Board Meetings\2022_23\13 Dec 2022\22_23_48 Strategic Risk Register R18 - CBRN
Risk.docx 4 | 4



NEW RIS Tres | 835 | Rskor R Notraining for nodent mansgers | & monihy8CA epor o EMT edium sk 125/10/2022 115138 JamesieComnache T cur s 0 Panring /| ospariment 25/10/2022 1. Toconinue o mproe | Lo,
Jontoredce [1520)|contamiaton Comcauerc skt edced deoh v compls 1 il | Rk jrasen) Contingeny | (owr) and proect th st ol |orsuan |chie,
levtof sk f— Pertormnce Commitee ebiters for e otentalasts bt e peopeof Sretnd. 2 s
ecomchie Mansgement e pode .
coeincdent [En— <aupment Jmeina eam, oter aecveand sfe
Shetnd servies e deconaminaton et nteritnty & mske repais et Desioymentaf the vecon m e e, devered i
Scan e e g Com ncrd Tt depends on orerng successtony mostpproprite seting
st having sucent s i o the it
numbers valabe w ersur it
ocidentat crgaisatonal capacy
B naresenc,
potetally
ot aane
desendng o
e
Tt ponto | 5808 [Workoree st aractand | Thenherewilbe egateimpact| Resain 56 otk for o workioee | 3000972022 The wier o s e s e o e 6 |[16/05/2022 155359 Lorane Alinson] Oneang use o gy | Medum |3 | 077122000 | Workorce |5 18710720223 Toredesservces | Auwson [,
redcetewtol | 0ar2) S and recs serviceand workfrcelons e o " v ot o o s tamporary sl ot rancl sustanable opert [os30: Gorenance e [ [
3 el |nsorins e cemens coudoccr, ey o Interaions ecrument mors complexforpmployment e Sarnering tosmres | Lorrane
knowledgewitin he st e rgssemert o th cinicl ey ocer ] moden sustamtie
e negaivempactonsaffwel |retenton  Chatenges ol senvice i, Incressd cost Curenty reathservice, 4-To
[£6/082022 155052 rrane Ao angig reoceon imsementng e bt for
G Hob, s s, ertons S ——— e f—
cxperionce sodoutcomes. | recutment soing trough PF ScC (531081031 163305 e ] o s el warkplanand ancisalance, 5 To
91 Dashboard beng devcopes for 1o Tran, Norsing Reiew and nk it NS Grampin v New Zesond prased ensure sufcien
emporay s hn ot e w7 /55 and sl recoveryof eaisatons capacty
v-ﬂe:sedm“ — wlly Primry Cae ooking st rsnsormtion, oy looking st next servee naresenc,
s mecne.
ccoveyPand currentyunder
s rtoes b gce by Hach 022
2010056514 Anren e G v e
e
st et s v
A e ™ Iadecuate Dt rerce wensoreal | 291057200 Reporing rough sabished govenance Gy swore o e | e e ey [l e[|t =] 18710720222 Toprove . | chapman .
redceteveof | (1515 |cybe sk ey ructue consistin o 1 subgraup, OIS, ossity hat s means that tation agant oo s poss. o [164307 | Tchnology O | Govenance tectve s e s [tarsne
st ces andfor gt ascosre sountim.rsof daysin | sofoware pacing. ol e o lck o resource anayss arinpacoand cthay | 29106202 coc coudaccr ey o e Commiee, services, dever
i rres [ TR — o [e—— ot most ppeoprite seting.
epusionandsgniicant sl utof dao (bt bin redeveoped] Improvecper waining complance <0 screprn gt tektng wecan it sganst Conequence informat o the ot
ecovery esources thatwilbevalableas complancen e me vemove —
process by end August 2021 Cenre of xcalenc nat et informaton i
ctablshed bt S funcing agresc Supportrou| crgaistionsi pacy
i ndresence,
Systams Reultons 2018
e ponte | stz [rmane oo orthr potenil o S0 oo svors [ et ® Norelo[@amort | Feamee |Gl w1
reuceleveof | (500) recntkey osts bance shemes s partol 2/238udger | 29/03209 | ogpuspaons non permanen safatcosts bove budget o llvacantposts [Rsk  |Avwd) [ 103011 Gorenance dpocveresnol fwrcon|vecon
ok e o defwery of adions | 2022 e Hower tht i eod o the 0372023 ety nrespectof conulats and P, o commitce, ot el 3
o oy | suszpors oceur 202200 023 ol ] st o Fumsey) Fnance o redesense
nowinpisce [ i — oy | osfmaois redesgn 20 meesstutory compianc rget o n recormance ersyeomto o
yers. postonst he prformance evew | 3110372023 mmy.mm.mmm.m o 2020001 o parnerso, o cnsurea
board ot bass. wsson | s e ffieny e on o ofexsting fnncal s st moden sussinabcioc
ema\audninnua\NvﬂwmeNnima\ ok come ot o e et scsng s nd v chieves nestservice. 4-To
hrough Transformstoal Chage marce of e Bosrd an. sccounts o 2015:20shoul b camplet by 30 one 202010 s staory e bst e for
soar hat meets moncly oot e s e b i e cvauset it dte. aured o f—
sddona s oty e 124/0772018 1427.22 o Marstand]Due to per wrnseson oancisaane, 5 To
hesoard n 2022.23 hs to chene fnancl el s n st v :mmnmwm,m osfo32019 ensure sufcient
Fr capscy s per statutory abigaton recuired escnilto esur sf afing e, Th cost of e 1500 crgaistionsi pacy
ascortansues an sk hey e ndduly managig Thefinancl pn for 202223503 Budget managers nd hlr e rrofcanaamen e s \nmmszve\nmessn//undsivi\hh\r s 2038 o e ndresence,
e and startedin Jnuary 2071 A eporting £1.2m over spen and forecast of t s 3 over ]
e ffiiency and Rdesen commite achese o th inancil pn vt rt o ot dscusionswhhr s vy e soars
g s, ks vt csablshed sl of projcs 22/0872017 145343 Ancrew Hurmph] Reptstionl [y
Finance Montoring rpor 1 ever Bsrd mectng postton. ot oo o Stndardprocedur enttion Damage; scne
propsal. roporionste o praject s have b Lo of confidence i oy SGHO fancl
Ensuresfien ancil ped [
o s over 3 rolig 5 yer eriod wit primary focus o yor 1304 2. cpmentsnd menoring o the
et ponto | SR0a | ammatfacors Corntconrot sppe e bonrd s ar 80 session | 191092019 | T1/03/2015 |56 Reciesschckit /st prmary s (oo e 5| 34/09/2002 120329 Anirew Rumphver ostof Wong | Madum | Low 1| (050032019 | Logates/Estes | Gmeal E I e e
reuceleveof | (1307) [ g, SrextSupply | e, changes 1o vt e o v . gt mmm.\pmmm Continv o revie nformatonon | 2810212025 nestig source v detrcthestiog system o expeced oo ke with et ceses suaton werewe ey unabe Rk Mama | 100326 Govenance erecve s | wchsel
1% G ot the st pro. How s mpondmetkars | 3z | o oot V,NM»,,W,M o mitgat st the pray ks, an extendd rvi paiod o conmitee i b
sl dsastr rcovery Contosmstbemaaneats 0 grce recomnended st suizpois | osisiaons o occur hann s e mmmwmmms(wmmm,, Robers sk most sgeoprite setng.
[ — Daponos | 15 crter i tocore ottt .
nermainstueof e mests | bodets marate i nroin | Syossons | 1ot uwz/zunmsxUAnduwNumphw]Mumumm; seve rovebestvabe for-
nieere esttimeifnecesan Susonois | ssavaots o the emerin st oftheendof e provion ———
s el Communicatecurentpositon o m,mvm i prdan s o 10 s conserda et e 1o
——— o s e e uficion
w.m eddentand Dicuss S ssssment  awareness 601311735 sman okor g lboodemas ik i vy
incresin and e annot e winse i becaas of ik of o Des il st posbity. sppeie/ nd resion
g Establh 800X grove 0031201310038 R Lkl s Hh I
o ik s f ik of o Oe sl s 040372015
ssesemnton b uu/m/zmnz 2422 s el med 15545
becomes morekely e
Humae)
 uncerainty rcund mpact o g nes
19/0772018 162757 g obersimpact of st on
workfocandsupply chan ukowr.
Tmescaepossiefom e 2018 onwares
T pene | SA06 [GTramng S o e T2 |[ou1/002 53717 Sam CllrSewel] Complance s ot Tcaraom | imermaton | gt oo oo, v, i
redcelevtof | (asa) [sut comploncewit [—— imarove ity (66 5% 1 30 Sptamber2022) The 161134 | Technoogy /Ol | iormaton oo snd e O [rcom
sk s actuly beng managed with upcoring €O audt i v Decerber 2022 il ey oavid support ek, sevstinthe
ccenion: it the o evel ofcompiance nd th ck o rcent Morgon he Gou, most ppeoprite seting
ra nowesee. ey o denty i complance wih compleng e ow| inan o the ot
11733230 Coi Mrsand] Complance it sining o petomance p——
o ensure aldrec reprts re complant i o sppea 0 have silled s crrent a3t ly 2021 was ae .
resutors such a5 the €0}, Lrsing i formationsovemance sné s s o chngen o o 2ot e Information eancis e
ot b bares fom accessng the retwork, pogres i ths mandatrycouse competed 1 of the mandatory ainng it compeing .y hoereshed e i et ang Gorenance
vt coures mo ot farthr concrtd ot requid o Bocet g ot Support ot
Inrespectofthesoard's Governance 553 proiy oup, st
ot pertormance on i s being scvon In .
et 01656 3nd 155 slongwith saaton,the
e ors sy 1261 iconas
sl o corse a3 March 2021 At canionie e1co e e i 20 emphassed
S 2021 et crrent s e . thenento
(308101011134 o organ h ot ol idencethe
EER T ———— o emame o 0% for 3 number fyers. Tis s e ey
reconce Nenihtedinsut on sevrsl acasions, n sddion, th 0 siequate
1O externt a0 ocarinDecerer 2022 o commentad n the mportane of up.to-Gte G raning . cive
ey arerviing I RHS Bores nScotan. numberof rcently reportedncidnts. nformaton
L — -
endations tht my b aplcable o wining s
oras
legstnon




E rectrom servees o | 30/o970%8 | 1miaons Gy suong [ Moderte et [ [usioaron o]z [
w61 ExlrationfHealth us n remot ares 0. ccss. panin. oty accss sves aajosposs | osons seadydamonsvsing aces roslms. e fopen  13ras Gorenance arecveand st ran
etenion orfundig Understand ressons boindons | 3111012022 . o com s vt
o spectic senvicearca 1ot v perinca o access osevics fomallarcas Fumoney) France
w2 | syosiaos | 2saaons s s osevcs rmnons oo s ruemeny st s Erered s pertormance s
han cverytingbing chaneled though he jecoof workon sndopento oup, sk
sustansbity nNorth s st chongeto ansgement
sc03 GPwil e protsed Impactasss or sccess for ever
ammw,nwwmw ) tecie
ntoro oso32010
L —— 11531
stnonBokor
ngram
dsrupt
o th e 0 b bl wth apointment s, s
utrcah forcare st homs et rovgh sistio car canres, ponts ew
G conract
et s et
oso320t5
1621
Humver]
o1 = Sk o WA S Sofberzoi | oemeon Gy suong [ Moderate 2470772018 1231126 oo Coroto] Contnoed pressurs | s [ Wah (3| 0610572015 G o coe sttt oo,
) contdencorn e e nsaionom st watng forvistingsevices annust iow it NS Gramoian s Gramoian commisionig secor | ovjosra019 | 13172019 531kl e e e dmogphc opent [ 152122 Gorenance oty Koticen
orgaisation rom | ey ACCES rgets and the otenisl andserve ve o sgreethe vl | 10/1272019 cxemsl et o ccer, ey o rssures s wel workloce horages n peclc spcats voen conmiee s resien
ofservierecssary o meatacess oceur sy iosr L5 Hamonen e e carolal e
s e i ssscssmentof esiment et and o productionto or pater et
rodesignpatways o ersure snd it NS parner e e comsider
proces). ey con b delered sustinably proiders oo e st s o s e
Ensure thatheSG Assurance bty oeteve 03t quekly. novaie
" Framenors or vt s sy of
e
i overightof g tmes senicssta
formnt ersoretrat
o hare ptwsys with S, oy
 Grampianand agre heredosin deserbotn
s o servcerepatiton - scces
inclucing heseappropratefor 3 argets g
dermat T " et idence
impimenting leats moces| 1 3 wosening picure with TG -
ot performanceand achevement o ectoissubmites 0 S ek nwichwe
e pandenic e
N Tl Il =3 g, G 870972022 1 Tocomre o mpro W,
ssa) a sinifcantburde on i Shtand eenchang projecs. aspos00 | oyospoar occasionaty s offcenow n pace o provdeasourceof supportopsceof  [Rsk|seskors | 121529 Govenance ana rcoin
e mamerentond ol | 30097020 | S0/032020 sppencd betoreon i changes n the rgarstion. owre) [ conmice e posic ofShtiond
rocovesuccessuly wil o testes sustanabiy sooua020 | sopspaoa cccsions itcen waves ot local seie mprovement course ave arsigl win| 10 providequalty,
paenthar,  Cresecar Pty satementabous | 30/03/2021 | 230812021 beencompieted tecte and st
xecute s for 1 dentt s oo Contons e b of s s uh e e e atn degrecot servics, dver
o the ot
vwmsmu\nabumm [zz/nv/mn:sxs zsmmm,ulmmmm ppropit,
mcre s oo Comion mocensustanatie ol
cpment i cling mbisoryCae busines case o e
compiton anm(}msm«w'vmnmnw«v&smh:npunhvm'— o
e oy st o ann, nancilslance, 5 To
03/0672019 14:15:29 Simon BokorIngram enviecan b s uffciot
o eiasions ige Wde p——p—
o e e e s e s andresicns
s ofContuas e
icaton
oooors 13643 b e i canbecaions
snd sk avers i elon o change; While opportuntes re
visbl forearing deelopment the thos and ppraseh of
Contnuos Improvement s et ecnssion
S0 e faeparmens (bt dediotod SRR Ofcer g, o 670572022 - Tocotiue o mrov T,
(ass) o, e 19 has scthated many businsscontuty plns whchrequre [Rsk | autous) com and e orsusan
s updatog infgn o kssos e e posie
dsrupive event,we wila o deler | reputatonal arm. Andthe | dvelop and maiin lns. Lk capacty it depis o contnutyprs. 1o proideqalty,
Response o COVID 18 has educed capcity o ke s pto ot e
Sneand and th ecovryof sevices.|Gonermentand witnan e services, dvers
paingandlockof s formal i most ppeoprite seting.
U ks re sty montred rawing cpacy from e o the atn
syt wier sgenc. e sufcion
v organsaton o
Fariciptionnvatons and o raing e progrsmme v e processes o nd resion
e e
B
lectonic S system o fcte repustonal
v devlopmen, mansgementand
ertomanta g o s
7+ i S St
Em 2070 1037 o g o et Nore0- | Bofowont /1372023 2 To provoeausvy. Vs
sy nappen, bt e htanunrined extrnal amlopeewas responsive, s coud o [171320 Govenance tectue ana e rcoin
numberofnon S otentsexits s e sttt iesed et st o coin . e, deverad i tre
Shatans Shettndsalf who eguior arstna) ol mos
resches. ansceptabie v 16 attory formaton o the patns.
potcies rought o ht . aning. ablgationsin support
Gou,
nformston France
sovermnce e
complance on GOPR s sablshe snd oup,
e tormaton
yioupnos enan
Supportsub
orgaasaton w
desrmin
orgaasatons|
rsponsers
abigsion e
ot
Commisione
ot s
3
B G oderate 7 [[00/3/2021 051527 suson Lo scees ol vacanaton | [wone (0 [afoaraont e R T [
1507 1 pum-nmm- o [z Goverance and proect Drsuean
o new variant b s et i accr ey o sremuch educd peopenow o s hely o have severe poe conmee oot ot
oo nd fo impacton e repuaton Survatance nching recutmentof e arm P selt Lackof apaciy n HetihProtecon s, reirs hositasaton o de. ain diuption toheath Humver] o provideqalty,
st coetonof - senices e g equirements fo klaton, e snd e
126/05/2021 01.29:34 S o There v 3 e o e, e
g scsons  plce.Fll mpoctofhese wi ot b st spproprite settng
untivacinaton rogramme complte(ncuding o thepatns.
. boosters),heoknprotection teams uly e ensure ucint.
Supporfor slaio hrough Communiysupport b (11 i) lesershi crrenty e on mptomtc esting e embeddc, orgisatonai gy
o resience,
[ —— curenty as o ntrien 1.
ucance from he 17C o,
it P e rom C e, o estngisltion,comact rscn
[ — Nocer natonal ol / lans for
s f v varas)gong fovrs
Uncertsiny ove reuirements o
fture vacin bosters o
unrssloffer o e




s [P Contingoney  [Convelol [S0/2022 |- To contnue o prove | o, o
st st nd ofsenve 11 panerican esutan: | o pandomic 20122 e covd nappen, bt e pandemic, the oo a fu pandemic ccurring s been Couiows)  [100205 | planang nfecion andproec thereatrof | orsusan |orsusan
sssed chnal de panderic, bt rees otenesists Incress o i, cutent and rgesores. son  Conmies e peoie ofshtnd
rarupmiene substanive 105/11/2019 195142 Susan o] The st pandemic was saw) 1o proideqalty,
[r— ey e ameo oifcstto tectve snd st
ven et of lanning severel pandenic il s o e, dever
nowinisce s igh el o uus:\uninnu“nmlxmivlndd:mmu!avs:w e most peopriste seting.
o when tere for thpatnc.
et (withincresiog uptskeyearonyer ) changes o he progrmme. sesomuny s sufcien
ol oty
fmces s resien
2022 23 prgramme ongoing capacy o maiian a0 sctons
may b
reauiredo
ey
Government
reenton s control. capertise snd managementof 9T vt
ssuranceprocess nplcefor carehamecovering 1PC e/
ncresed capaciy WP sice 2021, aions 0.5 wteHP urse specalst [
locsy.
sopiatle i vent ot pandemc.
pansernc
Experince o comms duig v panderse esppublec messain) pplcaie ol
pandeme
N elocs el | oozt | sfosragan Commes o et Medom ok Medum [ Wah(3- | (/1272020 | opertional |Gl | eposiz0z2
11432) [ Govermancena | curent et overnance commitees occsionaty s  overnance commitesestalihed. Cinica Governancecton (Rsk|open) | 60454 Gorenance and st sy s el
nsurance appencd blocen Joncompled v  Conmiee ek, deveredin e iy
cccasions 12502521 162537 O e st i seinds e mostppropriteseting
Ciial Goverance Cormitesand i he wabe ottt
ke o1 T i gt Gty sablting an rgansatonccal govrnance meting. o
st e oo S ol i ot o] e e someskto
mokmentr oot Gou o 8 e srvis ofcringcycesanddsseminatng crangene
orennr s e pt e rrrbene cure
£ g o201 edum ot C I = Py
oss) Nearefor non-doctor ands emodelingof and ursing 1e/08/2022 nappen, bt e htptiens nave e urgent evieals smal Catous [ 122043 Gorenance and st sy |ty
umescis 3037018 [31/0372018  |reportto Ambulncehaisongroupand . oten it (sporoimtey 12.15 arsters e o, Howeverwhen s v conmiee ek, deveredin e
s et st rsponder capbity et et sy sy 2has o happen so i small umer s Frlvan. 13 e mostppropriteseting
potently i pore il otcome. accss o sppropriste protocols for (331032020 [ 31/03/2020 putent eciesurgentrnsfr s the imelrame ot 3 hours - nesdto o thepatien 3. To
S — e st s W50 | 1509/018 | e of Atrc asongro ot it patents ciical condion o e s sccpta e services where
enbity and capscywihrespect 1o memberstiandqueracy e st ol i tr ey, coran e
[ —— (duringbusinss ours) rem smountof parnershio, o cnsrea
ik cueo
et locaton. T & ey tahave s aporopritecaupment, supplesec Coasguard Agency (MCA) wil rovide a el stead. The thenaure o e 5o
et impactonrecrtiment obe st tomanage patintfor ey ofurent rarsers o 2014 werecompeed by MCA i locstonnan e i
rcenton et change egaaing s of hath hubs b xpored feascnable tme period nheeen any casebecause th gsaw helcoper was unavalale [ i
s rsponder rsiin in ol out i colborston with SF5 and 545 hatthreis s prlonged o 3t s on istoicalexerience nd th dta vl e nd resience
et helhood of the MCAor 53 a ambulance resources beng renay
Chece ot tuter s Hesen unavsiable o utof ange s th e tme i ow. I ot scopeto e
s havespproprste comeays
onovatuein
marage pasntfor s ressonble et vty v i awas o s it nowwe
auantty he pobabity of s ambubnce o MCA resou mgse s
lred o il e vl e am e ekt rstes ekt we
oottt s provs
ambutaces sna ve ok i i b sharsd it he Wesam s, rky ety
,pm,m,m,m el and e ot o Sctiand 50 what it westher distonce, ing e
e sl o e dependenacy
oo conmity sgences who
nibelac maynot
TN el e e o m Mg k. /0872021 165333 Do Frevovs atoraie sl [Wedum [ tow (1| (05/03/2015 |Operstorsl [ Geen | 150872022 [ 2-To prowiequavy
oss) s resonie 2023 pacdaticsevies et ) [ 123635 Govenance arecoeand ste sty [, Koy
it o chidren aho ragemen of e wosa015 | 11/o9p018 ummm, — otenn it i conmiee e, deveradin e
[i— e Sevionsctonpn o sever ool sy osne Cositan emergency medinecorenty.Faedtoan ecenty recrue, s o sopropratesettng
Reiew the opions bl o revtvmn et 0 llmpsct n service sk appettc o thepaten 3. To
00tssevc dlvery (nching Fecdbackonservce 12910372018 101322 alph Rabers] Lkelood ncresed s 3 et tne s services where
et i ol s s Dprme G st of crent e with Srior medl tf s rotreof e pproprise,
s Governance s aconcies meaning use f Locum consulan's who may b s e o csurea
acdtricors) e o chdren iy those. psckarced rarsing prctice erikio moden sutamatie oo
st nmaraging chicren reputstonal heath service,
hicren presening 10 ABE 0OHs o530 10957 srem s We e v o craur i
fornecnatlcare seangl e v e e ik dcon kg nedto p—p—
e Shetand over e st 10.15 yesrs crsuestict nd resience
 ht e Consutantdelvered modei e Meresre ek
mechaniss i lce o suppor g g v [—
s Jtrcanefor onsuants nd unir s
tors Anatiora el eam s i psce o spporthe et
ey anser ofccly i, reauired
505 [condourns Sorroprne reporing 10166 amd 01 Fossbie oy orcur [ Mner Mg k. g Publceath |Gl [oyi1/20m | -Tocantnue o mprove | chiek, | chiiee,
(1027) [ secovery oo stng s covered by sk sk10- occasioaty s casou 123541 ovenance andproecttheneatrof [oran | orn
o s Contity rappened bt sncanty by aecintionpogramme o commitee
2rd et e s Esoblshment of qalty ssurancegrou for CreHones sons 15/0672020 115431 8 O] Novaccaton maen
[ e ———————— Lveg with
seungs covaand
Weeklytesing of ar o stft. rom which patients sre coming o s Fcier. et
g ststrs v 0 i o pudancenas
el e e sing o Ward. incresse
et oot of oo Witob it h o ook sopete
e teing ol 510672020
15431
EXmE= Ersurespproprite rgesana | 5/03/2020 | 30027020 iormance Seoecar NEAT arge) - Modum vk s o g ey edom [ ren- B o N T e Frel
os1) profres are reported o happen, bt defne s ok s s soiie ko) Govenance il ol
ey anveonmental | mreased cost. i raehrcer | sciew et er. WS St |Facitiesares mproved et of HeAT orgets /5458 e commitee e et
s 13201 115534 o obers e opuniy o Robers) oottt
propertes costs,ptentalsonctonsand | support rovised progres (o convolfrther improvements wangto i ke
nvetor il e,
pactarund arger retunand
Government et 2ero 20101 ms/n!/mumsmsmammmpmmm«ssmum; [
s supprts o desiopment of SCART oo within bl resorces cvitonmenattargts e cosr Approsch o maroverert cestue
s supprts nput o EANS ol wiinavlbl resurces it ot st s o et focve




Risk - Risk

Risk - Risk

IF (the cause of the  THEN (the event/incident) - Risk - Resultingin  Controls Gapsincontrols  Adequacy of Assuranc Gaps in assuranc Likelihood  Consequence Risklevel  Rating Risk- Rating Rationale Risk level  RiskAppetite  Risk- Risk Risk - Theme Risk - Standing _Risk - Last Principal Lead
Response  Title risk) Previously Risk Description (the consequence)  (Assuranc controls (current)  (current) (current) (current) (Target) Appetits objectives
e) Rationale
Treat-plan [Riskof [slips,trips,falls |Thereis a risk that people attending Likely - Minor Medium 8  |(05/08/202212:57:10|Medium  [Moderate (2 [[05/08/2022  |Operational [Department [05/08/2022 |09/01/2023 | 1-To continue | Maguire,
toreduce |slips, trips | Gilbertson Park |the Gilbertson Park MVC, slip and Strong Risk Elaine Maguire] New |Risk Cautious) 12:57:10 Elaine (own) toimprove and |Elaine
level of risk |and falls | Mass Vaccination | injure themselves on the entry possibility external flooring has Maguire] protect the
Centre steps/ramp- particularly when the that this been laid, itis more Cautious risk to health of the
weather is not fine and dry- could occur, adherent (less slippy) safeguard people of
There have been several "near likely to but when wet can still people from Shetland., 2- To
misses" as there are no longer oceur pose arisk though this injury provide quality,
regular volunteers at the front much less than effective and
entrance to help people (especially previously safe services,
those with mobility issues). delivered in the
most
appropriate
setting for the
patient
Tolerate  |NMC |lapse of nurse Risk of nurse underaking tasks harm injury to Nurisng admin Possible-  |Moderate | Medium 9 Medium | Moderate (2- Workforce 05/07/2022 [03/10/2023 [ 1-To continue | Carolan,
registrati [ registration which require NMC registration [ patient unable to access vai May occur Risk Risk Cautious) toimprove and |Kathleen
on checks when NMC registration has lapsed. | reputational eese the registrants occasionally, protect the
damage to details this can be has health of the
organsiation accessed vai HR happened people of
before on Shetland., 2- To
occasions

provide quality,
effective and
safe services,
delivered in the
most
appropriate
setting for the
patient .




Status

Finally
Approved

Directorate - Risk Rating Score 15 and above and Extreme Consequence

Risk ID

(system)

1251

Directorate

Community
Health and
Social Care incl
Primary Care

Department

Risk Title

Access OOHs

If (the cause of the
risk)

If we are unable to
provide high
quality, sustainable
Out of Hours care

Risk Description

then we are unable to
respond to needs in the
community

Risk - Resulting in (the
consequence)

Resulting in increased acute
hospital admissions or delayed
access to community services

Controls in place

Controls (Assurance)

Working with GPs who do OOHs work and
understanding preferences and availability
to set rotas in advance.

Implementation of Primary Care Redesign

Local Medical staffing review

Engaged in development of national work
on OOHs

Complete review of OOH services across
community and acute

Complete work by Professional alliance on
sustainable out of hours service

Linked in with Redesigning Urgent Care
programme

Test of change with GP working remotely to
support urgent care

System wide review of Urgent care and
OOHs supported by PMO

Full engagement with the national urgent
care collaborative programme

Rating
(current)

16

Risk level
(current)

High risk

Risk level
(Target)

Medium
Risk

Risk Lead

Chittick,
Brian

Risk
Owner

Chittick,
Brian

Fianally
Approved

1259

Medical
Directorate

Medical Staffing

If we fail to support
the senior medical

team (Consultants,
GP) to manage the

demand

Then there is a risk of
continual reliance on a
temporary workforce

resulting in financial
sustainability and inability to
progress education and
learning and service
development.

Engagement with national strategies to
enhance recruitment in remote and rural
settings.

Primary Care strategy will ensure as robust
a model as possible.

Regular meetings with Scottish
Government medical workforce advisers

July 2018 Recruitment of Consultant
Anaesthetist complete. New substative
Consultant should start in Feb 19.

ANPs undertaking triaged primary care
clinics at weekends commenced February
2017

Clinical development fellow was created
and recruited to from December 2017.

Consultant physician — Consultant currently
on fixed term locum contract until August
2018 with possible extension.

National Recruitment process used for
recruitment of Consultant psychiatrist

NHS SHetland becoming host Board for
new GP hub

Using the lessons from the success of the
GP Hub and transposing the project into
acute sector

Engagement with the Global Health
Academy to work in collaboration in
exploiting global citizenship opportunities
to recruit

Collaborating with NES on fellowship posts

16

High risk

Medium
Risk

Brightwell
, Kirsty

Brightwell
, Kirsty




Awaiting Final 1510 Nursing and Poor discharge Medical inpatient |Medical inpatient Awareness amongst medical Awareness among medical staff 15 High risk Wilson, | Wilson,
Approval Acute Services |documentation discharge discharge documentation: staff.Current Immediate Pauline  [Pauline
(Montfield) process documentation: Frequent delays, legibility Discharge Letter (IDL)is paper
Frequent delays, issues, and duplicates based and handwritten. In many
legibility issues, causing confusion in cases this is followed up by a
and duplicates primary care and patient typed discharge letter. There is
causing confusion |safety risk. potential for error at multiple
in primary care stages:
eDBifficulties reading what is
transcribed leading to errors
[ a long list of medications
people will sometimes squeeze
them onto 1 sheet
sWhere more than one sheet is
used there is a risk that not all
copies are sent to the GP Practice
elhere is a risk that where the
IDL is started some days before
the discharge that medicinesand
other clinical information is not
checked and updated at the
point of discharge
sPoor quality information is
stored in the patient record
sWlanual transfer of data at point
of discharge.
*Risk of losing paper and sending
Awaiting Final 1477 |Medical Physician(s) -  [No system to sharing of Medical inpatient Potential patient harms Awareness amongst medical staff. 15 High risk Wilson, | Wilson,
Approval Directorate Consultant/Jun|share discharge  |discharge discharge documentation: Pauline  [Pauline
ior Doctors letters information does  |Frequent delays, legibility
improve. issues, and duplicates
causing confusion in
primary care.
Being 1357 [Chief Executive [Estates Compliance The risk of non compliance |Potential Impact Of Risk Is Scart Tool Mandated Within Nhs |Scart Tool Mandated Within Nhs Scotland 10 High risk Bisset, Bisset,
Reviewed Directorate Assurance (SCART) in estates related issues Reputational Damage Scotland For Evidencing For Evidencing Compliance Assurance Lawson  [Lawson

because of a lack of
technical, financial and
manpower resources and
failing to meet statutory
and NHS guidance

,Financial Penalties,Service
Delivery Impact ,Failure To
Achieve And Maintain
Standards For Patients /Staff/
Visitors And Legal Action.

Compliance Assurance
Identifies Risks And Action Plans
At Corporate Level Which
Require Resources.

Scart Steering Group Formed To
Address Non Compliance Issues,
Meeting Quarterly

Identifies Risks And Action Plans At

Corporate Level Which Require Resources.
Scart Steering Group Formed To Address
Non Compliance Issues, Meeting Quarterly




Strategic Risks by Highest Rank

E @ Risk level THEN (the event/incident) - Previously DR o Ui Risk Movement
Risk ID (Overall RTheme Risk Title IF (the cause of the risk) N o Resulting in (the consequence) Governance Groups or Nov-21 Mar-22 Jun-22 Sep-22 Nov-22 Trend Target
. (current) Risk Description ) Response in Last Year
Responsibility) Committees
Marsland, Mr  |Finance Finance High risk If NHS Shetland fails to | Then failure to maintain financial Resulting in significant overspend which Treat - plan
(500) Colin recruit key posts balance will result in need for delivery of to reduce
additional efficiency savings above the level of risk
£3.1m currently in the plan. Current
estimate is an additional £4m for non-
permanent staff in 2022/2023.
SR08 Hall, Lorraine |Workforce Workforce High risk If we fail to attract and | Then there will be a negative impact | Resulting in : Treat - plan 12 12 12 16 16 N 6 4
(1471) recruit to vacancies or |on the service delivery, existing staff |reduction in services delivered to reduce
retain essential skills and [and patients care increase workload of existing staff level of risk
knowledge within the negative impact on staff well being,
organisation increased absence
increased risk of poor patient experience
and outcomes
increased reliance on agency or
temporary staff
increased cost - financially unsustainable
SR17 Hall, Lorraine |Information IT Failure Due to High risk If a sole actor or Then NHS Shetland could experience |Resulting in disruption to services caused Treat - plan 16 16 16 16 16 > 8 0
(1515) Technology / Cyber Attack orchestrated cyber system downtime and/or loss of data |by system downtime, risk of delays in to reduce
Digital attack occurs and/or data disclosure treatment, risk to public reputation and level of risk
significant financial costs for a full system
recovery
SR04 Dickson, Logistics / External Factors High risk If external factors such | Then impacts on the Board's ability to |Resulting in directly impacted factors Treat - plan 15 15 15 15 15 PN 4 0
(1307) [Michael Estates eg. as Brexit, changes to sustain services, the Board’s level of ~ [such as energy costs, food costs and to reduce
Brexit/Supply regulations or political | mitigations including - Business medical supply constraints which would level of risk
Chain instability continuity planning, disaster recovery |impact on patient care, performance of
plans may be limited due to the budgets
external nature of these threats
SRO1 Carolan, Operational National High risk Negative publicity, loss | Negative publicity, loss of confidence Treat - plan 12 12 12 12 12 > 6 0
(19) Kathleen Standards of confidence in the in the organisation from breaches of to reduce
organisation from key ACCESS targets and the potential level of risk
breaches of key ACCESS |of poorer patient outcomes as a result
targets in delays in assessment of treatment
SR13 Chittick, Brian [Planning / Access to High risk If there are significant | Then there will be access problems for 0 Treat - plan 9 9 9 12 12 N 4 3
(36) Contingency Services gaps due to recruitment, |those living in more remote areas to reduce
retention or funding level of risk
SR16 Laidlaw, Dr Public Health Covid Outbreak High risk If there is a large then it could overwhelm current resulting in significant adverse outcomes Tolerate 12 12 12 12 12 > 6 0
(1507) [Susan outbreak of covid in services through both significant for patients and damage to NHS
Shetland and / or a new |increase in morbidity and demand for |Shetland's reputation
variant services and /or impact on services
due to isolation of staff
SR06 Marsland, Mr  |Information IG Training NHS High risk If there are low levels of [Then there is a risk of a greater Resulting in harm to patients and/or Treat - plan 12 12 12 12 12 > 2 0
(1444) (Colin Technology / Staff compliance with number of data incidents as a regulatory action and/or financial to reduce
Digital mandatory IG training  [consequence of low levels of penalty and/or reputational damage to level of risk
information governance awareness the Board
and knowledge.
This will also be of concern to
regulators (such as the 1CO).




SR19 Laidlaw, Dr Contingency Flu Pandemic High risk If there are high levels of | then there is a risk of loss of Reduced or loss of services due to flu Tolerate 5 5 5 10 10 10 5
Susan planning staff sickness and continuity of service pandemic and resultant risk of adverse
increased clinical clinical events
demand due to Flu Economic and legislative impact to the
pandemic organsiation
SR12 Marsland, Mr  |Planning / Capacity for Medium Risk |If the Board’s limited Then uncontrolled change could Resulting in disruption to processes, Treat - plan 9 9 9 9 9 6 0
(1354) |Colin Contingency Sustainable capacity to oversee increase risks to patient care as new |unwarranted variation and untoward or to reduce
Change change could mean that |processes, technology, workforce, or |unforeseen events leading to patient level of risk
changes occur in an change is implemented without harm.
uncontrolled manner.  |adequate consideration of its impact
SRO9 Watson, Miss  |Operational Clinical Medium Risk |If we continue with There is risk of patient harm because |which results in a poor learning system, Tolerate 9 9 9 9 9 9 0
(1482) [Edna Mary Governance and current clinical of incomplete governance and repeat safety events and a lack of quality
Assurance governance process assurance processes improvement and there is no culture of
learning.
. . Then there is a risk of patients, staff, [Resulting in potential morbidity and Treat - plan :l g
If there is an inadequate . N N " N N . to reduce
3 public and premises being mortality, loss of services, financial and .
SR18 Laidlaw, Dr Planning / Risk of CBRN . . rgspor?se toa .Cherr||cal contaminated. There is a potential reputational loss. level of risk .
. - Medium Risk Biological Radiological ) ) o New Approved Risk
(1540) [Susan Contingency contamination . loss of the entire hospital premises if
and Nuclear (explosives) 3
CBRNe incident contaminated. A kn.ock—on effect to other Shetland
services
SR10 Laidlaw, Dr Planning / Business Medium Risk |If services /departments|Then there is a risk that we will not Resulting in potentially harm to patients, Treat - plan 8 8 0
(1489) [Susan Contingency Continuity Plans do not have business meet the Board's statutory obligations |staff, public; additional costs to the to reduce
continuity plans in place |and in the event of a significant Board; reputational harm. And the post level of risk
disruptive event, we will fail to deliver |incident scrutiny by Government and
essential care to the population of regulatory/investigative bodies could
Shetland and the recovery of services |[lead to adverse impact on reputation of
after the event will be delayed or individuals and of the organisation.
extended unnecessarily.
SR15 Brightwell, Operational Urgent/Emerge | Medium Risk |Risk that patients will There is a risk that patients will 0 Tolerate 8 8 8 8 8 4 0
(1044) (Kirsty ncy/Unschedule experience delays in experience delays in transfer from the
d Care transfer from the outer |outer islands of Shetland for
islands of Shetland emergency or urgent care, resulting
potentially in poorer clinical outcome.
There also a risk that this reduction in
flexibility and capacity with respect to
inter-island transfer will cause remote
and rural staff to feel unsupported in
their location. This is likely to have a
negative impact on recruitment and
retention.
SRO3 Brightwell, Operational Paediatrics Medium Risk |we lack a specialist we are reliant on generalists working [the risk of an avoidable adverse event or Tolerate 8 8 8 8 8 8 0
(1045) (Kirsty workforce for very sick |with remote support adverse clinical outcome and leading to
children or children who difficulties in recruitment and retention
are deteriorating of generalist staff
SRO5 Chittick, Brian |Public Health Covid During Medium Risk |IF patients and staff Then this could affect service delivery |[resulting in potential harm to Risk closed at RMG Tolerate 12 6 6 6 Risk 8 #VALUE!
(1427) Recovery Period contract Covid Infection |within health and care services due to |staff/patients/clients and or staff access [09/11/2022 as Risk Closed
staff absences and management to services. covered by SR10
Covid and in health and care facilities
SR11 Marsland, Mr | Training |G Training Non | Medium Risk |If there are low levels of |Then inadequately trained people will |Resulting in a risk of harm to patients Treat - plan 6 6 6 6 6 3 0
(1451) (Colin NHS Staff appropriate IG training |have access to NHS Shetland systems |and/or staff, reputational damage, legal to reduce
for staff not employed |and this could increase the number action and financial penalty. level of risk
by NHS Shetland and severity of personal data
breaches.
SR14 Bisset, Lawson |Logistics / Estate Medium Risk |If NHS Shetland fails to [Then it can expect actions taken NHS Scotland has set a clear framework Tolerate 4 4 4 4 4 4 0
(961) Estates achieve modern against it, potential sanctions and for Boards to achieve net zero. NHS
standards and key increased costs. This is made harder |Shetland would be subject to increased
environmental targets  [by an aged estate and inherited costs, potential sanctions and contribute
properties. to the climate emergency should it fail to
act




