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1 INTRODUCTION

This policy is written to set out NHS Shetland’s commitments to, and responsibilities
for confidentiality, in the context of the Board’s Information Governance Policy’.

All staff need to be aware of their responsibilities for safeguarding confidentiality &
preserving information security. All patient information must be treated with complete
confidentiality and MUST NOT be divulged to anyone who does not have the right to
access. Information refers to ALL information including that held on paper, in manual
form & electronically. Access to information on patients is restricted to those who
have been given permission by the patient, except in specific circumstances laid out
in this policy and the associated guidelines.

2 PRINCIPLES

2.1 The principles to which staff in NHS Shetland are expected to work in relation
to patient confidentiality are:

Justify the purpose(s) for using confidential information
Only use it when absolutely necessary

Use the minimum that is required

Access should be on a strict ‘need-to know’ basis
Everyone must understand his or her responsibilities
Understand and comply with the law

2.2  The detail of safeguarding patient confidentiality within the NHS was laid out
in NHS Guidance within MEL (1999) 19?, which set out the recommendations of the
Caldicott Committee, the Caldicott Framework and Guardianship, and subsequent
guidance which has set out the code of practice for staff (attached in detail in
Appendix 1).

2.3  Guidance on the flow of confidential information within the NHS (and with
relevant partners) can be summarised as:

Information may be passed to someone else:

. with the patient’s consent for NHS purposes, including the provision of care
and the effective & efficient management of healthcare services;

. when it is a statutory requirement or it is in response to a court order;

. when the public interest in passing information on outweighs the duty of

confidence to the patient and the public interest in the NHS preserving
confidentiality.

3 RELATED POLICIES AND PROCEDURES
This policy should be read alongside the Board’s policies on Information
Governance', Personal Information Sharing® and Medical Records®.

! http://www.shb.scot.nhs.uk/documents/pphandbook/documents/InformationGovernancePolicyFINAL.pdf
? http://www.sehd.scot.nhs.uk/mels/1999_19.doc
® http://www.shb.scot.nhs.uk/board/meetings/documents/2007/2007_83.pdf


http://www.shb.scot.nhs.uk/documents/pphandbook/documents/InformationGovernancePolicyFINAL.pdf
http://www.sehd.scot.nhs.uk/mels/1999_19.doc
http://www.shb.scot.nhs.uk/board/meetings/documents/2007/2007_83.pdf
http://www.shb.scot.nhs.uk/documents/pphandbook/index.asp

For detailed guidance on confidentiality, staff should refer to The NHS Code of
Practice on Protecting Patient Confidentiality (Appendix 1).

Staff are also encouraged to refer to the relevant Board procedures including Access
to Medical Records, Information Sharing with the Police®, and Confidentiality — Your
Rights A guide for children and young people under 16°

4 COMMUNICATION & TRAINING

There are a range of materials available for providing information about
confidentiality to staff including:

° Freedom of Information Act — Information for Staff’;

) The Freedom of Information Publication Scheme®, and

) Sharing Information about children at risk of abuse or neglect: A quide
to good practice®, and

. the Board’s Child Protection Procedures'®.

Guidance for patients and patient information on the subject of confidentiality
including:

° Confidentiality & Your Health Records: A Short Guide for Patients
Confidentiality It's Your Right'*:
How to See Your Health Records™
Keeping Your Health Information Private'™
Your Health Records.'

Advice on issues of confidentiality can be obtained from the Board’s Caldicott
Guardian, the Director of Public Health, and the Board’s Data Protection Officer, the
Director of Finance.

Training on confidentiality is provided regularly to staff within NHS Shetland via
induction training, mandatory refresher training, and specific training opportunities
developed to meet particular needs identified from training needs assessment and
response to incidents.

* http://www.shb.scot.nhs.uk/documents/pphandbook/index.asp

® http://shb-
extranet/internal/healthcare/support/staffdev/documents/Disclosureofinformationtothepolice 1Mar07.do
c

6 http://www.shb.scot.nhs.uk/documents/confidentiality/documents/ConfidentialityYourRights-
under16.pdf

” http://www.shb.scot.nhs.uk/documents/foi/Documents/FOl.pdf

® http://www.shb.scot.nhs.uk/documents/foi/Documents/FreedomOfinformation. pdf

? http://shb-extranet/internal/documents/teambriefs/documents/20041019_ChildRiskAppendix.pdf
'% http://shb-extranet/internal/documents/childprotection/ChildProtectionProcedures2007. pdf

" http://www.confidentiality.scot.nhs.uk/publications/Flyer%20-%20Scotland.pdf

'2 http://shb-extranet/documents/confidentiality/documents/Confidentialityversion3lowres1.pdf

'3 http://shb-extranet/documents/confidentiality/documents/HealthRecordsversion3lowres1.pdf

" http://9.200.150.6/documents/confidentiality/documents/KeepingYourHealthRecordsPrivate. pdf
' http://www.advisorybodies.doh.gov.uk/piag/HealthRecords.pdf


http://shb-extranet/internal/healthcare/support/staffdev/documents/Disclosureofinformationtothepolice1Mar07.doc
http://www.shb.scot.nhs.uk/documents/confidentiality/documents/ConfidentialityYourRights-under16.pdf
http://www.shb.scot.nhs.uk/documents/foi/Documents/FOI.pdf
http://www.shb.scot.nhs.uk/documents/foi/Documents/FreedomOfInformation.pdf
http://shb-extranet/internal/documents/teambriefs/documents/20041019_ChildRiskAppendix.pdf
http://shb-extranet/internal/documents/childprotection/ChildProtectionProcedures2007.pdf
http://www.confidentiality.scot.nhs.uk/publications/Flyer%20-%20Scotland.pdf
http://shb-extranet/documents/confidentiality/documents/Confidentialityversion3lowres1.pdf
http://shb-extranet/documents/confidentiality/documents/HealthRecordsversion3lowres1.pdf
http://9.200.150.6/documents/confidentiality/documents/KeepingYourHealthRecordsPrivate.pdf
http://www.advisorybodies.doh.gov.uk/piag/HealthRecords.pdf

Further information can also be obtained from www.show.scot.nhs.uk/confidentiality

5 CODE OF PRACTICE ON CONFIDENTIALITY

Detailed guidance on matters of confidentiality is contained within the NHS Code of
Practice which covers the relevant definitions, the legal context including the
requirements of the Data Protection Act, organisational standards for NHS Scotland,
guidelines for protecting patient information and providing information for patients,
providing choice to and obtaining consent from patients about use of their
information, anonymisation, obligations of individuals working in, or with NHS
Scotland, and patients’ rights of access to their personal health records.

The Code of Practice is attached to this policy as Appendix 1.
6 POLICY REVIEW

This policy will be reviewed every five years or in line with national guidance.


http://www.show.scot.nhs.uk/confidentiality

Appendix 1

1.1

1.2

NHS SCOTLAND CODE OF PRACTICE ON PROTECTING PATIENT
CONFIDENTIALITY

INTRODUCTION

Accurate and secure personal health information is an essential part of patient
healthcare. NHS Scotland's goal is for a service that

e protects the confidentiality of patient information;

e commands the support and confidence of public, patients and all staff,
students, volunteers and contractors working in or with NHS Scotland;

e complies with best practice;

e conforms with the law;

e promotes patient care, the running of care organisations, and the
improvement of health and care through new knowledge;

e works in partnership with other organisations and has clearly established
and communicated protocols for sharing information.

The use of information about patients is governed by:

e statute law e.g. the Data Protection Act 1998, the Human Rights Act 1998,
the Infectious Disease (Notification) Act 1889, Adults with Incapacity
(Scotland) Act 2000, the Abortion Act 1967, and many others;

e the common law in Scotland on privacy and confidentiality;

e professional standards; and

e the policies and organisational standards of the Scottish Government
(previously Scottish Executive Health Department (SEHD)) and
NHSScotland, underpinned by the CSAGS report*

*CSAGS report — Confidentiality and Security Advisory Group for Scotland, 2002

All personal health information is held under strict legal and ethical
obligations of confidentiality. Information given in confidence should not be
used or disclosed in a form that might identify a patient without his or her
consent. There are a number of important exceptions to this rule which are
described later, but patients should be involved in decisions about use of their
personal health information in most circumstances.

WHAT IS PATIENT IDENTIFIABLE INFORMATION?

the patient's name;

the patient's address;

the patient's full post code;

the patient's date of birth;

a picture, photograph, video, audio-tape or other images of the patient

anything else that may be used to identify a patient directly or indirectly. For example,
rare diseases, drug treatments or statistical analyses which have very small numbers
within a small population may allow individuals to be identified;

the CHI (Community Health Index) number contains the patient's Date of Birth and a
number to indicate their sex, so it should only be disclosed for healthcare purposes
outside the NHS if the patient has been informed and agrees;

a combination of items increases the chance of patient identification.




2.1

2.2

2.3

2.4

2.5

3.2

REQUIREMENTS OF THE DATA PROTECTION ACT 1998

The Act provides a framework that governs the processing of information
which identifies living individuals. Processing includes obtaining, recording,
holding, using and disclosing information. The Act applies to all forms of
records including paper, electronic and other images. It requires
organisations to process fairly and lawfully any information which might
enable a patient to be identified.

Patients need to be informed of the identity of the 'data controller'. This is the
organisation that determines how and for what purposes information from
patients is collected. It might be a primary care practice or an NHS Board.
Responsibility for complying with the 1998 Act rests with each organisation as
a whole, with chief executives or primary care practitioners bearing the
ultimate responsibility for the actions of their staff.

The Act requires organisations to use the MINIMUM amount of information on
a 'need to know' basis and to retain it only for as long as is needed for the
purpose for which it was originally collected. Guidance on the retention
periods for health records has been issued by the (then) SEHD. See
www.show.scot.nhs.uk/confidentiality.

The Act also applies to partner organisations such as Local Authority Social
Work Departments, housing providers, etc.

Practical guidance on the application of the Act and other relevant legal and
professional guidance can be found at www.show.scot.nhs.uk/confidentiality.

Policies and Organisational Standards for NHS SCOTLAND

The Scottish Government aims to ensure that personal health information is
kept confidential; and that patients are informed and involved in decisions
about the use of their information.

The Caldicott Framework was set up in March 1999. The Framework requires
each NHS Scotland organisation to appoint a senior clinician such as the
medical director as 'Caldicott Guardian'. The Guardian's responsibilities
include:

e auditing current practice and procedures;

e managing an improvement plan which is monitored through the clinical and
corporate governance frameworks; and

e developing protocols for inter-agency information sharing at a local level

e making decisions about how their organisation uses patient identifying
information. For example they provide advice in relation to research
studies, or disclosure in the public interest.


http://www.show.scot.nhs.uk/confidentiality
http://www.show.scot.nhs.uk/confidentiality

3.3

3.4

4.1
4.2
4.3

4.4

4.5

5.2

Each NHS Board has appointed a Data Protection Officer, from whom staff
can seek advice on all aspects of data protection and confidentiality. Local
Authorities also have Data Protection Officers.

It is policy that all NHS Scotland employees, students, volunteers and
contractors must be aware of and respect a patient's right to confidentiality.
All employees, students, volunteers and contractors must comply with this
NHS Scotland Code of Practice on Protecting Patient Confidentiality. Failure
to comply with the Code of Practice is a disciplinary offence. All must be
aware where to seek support, further information and training, and be able to
demonstrate that they are making every reasonable effort to comply with the
relevant standards.

PROTECTING PATIENT INFORMATION
Record patient information accurately.
Keep patient information physically secure.

Follow guidance before disclosing any patient information e.g. using
established information sharing protocols.

Ensure that best practice is followed for confidentiality in respect of access to
all patient information in any form e.g. paper records, electronic data, emails,
faxes, surface mail, conversations which can be overheard or phone calls.
See www.show.scot.nhs.uk/confidentiality.

Anonymise information where possible. See Paragraph 8.

PROVIDING INFORMATION FOR PATIENTS

Patients must be informed about the need to disclose information in order to
provide high quality care e.g. between members of care teams and between
different organisations for their direct health care; and other (possibly less
obvious) ways that NHS Scotland uses their information for such essential
components of healthcare provision as planning, payment, clinical
governance, clinical and financial audits.

Patients should also be informed about other uses, which provide benefits to
society - e.g. health surveillance, disease registries, medical research,
education and training. As far as possible information should be anonymised.
Where uses are not directly associated with the healthcare that patients
receive, staff cannot assume that patients who seek healthcare are content for
their information to be used in these ways. Staff must consider whether
patients would be surprised to learn that their information was being used in a
particular way - if so, then patients are not being informed effectively.


http://www.show.scot.nhs.uk/confidentiality

5.3

5.4

6.1

6.2

Patients can be given information in a range of ways including leaflets, talking
with them, etc, ensuring that any special language or other requirements are
met appropriately.

In order to inform patients effectively, staff should:

e check that patients have received appropriate information. Suitable
leaflets should be available within each NHS organisation;

e make clear to patients when information is recorded or health records are
accessed;

e make clear to patients when staff are or will be disclosing information to
others (who should be specified);

e check that patients are informed of the choices available to them in respect
of how their information may be used or disclosed; and the possible
consequences of their decision;

e check that patients have no concerns or queries about how their
information is used or disclosed;

e answer any queries personally or direct the patient to others who can
answer their questions or provide other sources of information;

e give information about and facilitate the right of patients to have access to
their health records

PROVIDING CHOICE TO PATIENTS ABOUT USE OF THEIR
INFORMATION

Patients have different needs and values — this must be reflected in the way
they are treated, including the handling of their personal information. What is
very sensitive or important to one person in his or her particular
circumstances may be casually discussed in public by another.

Staff must:

e Obtain patient’s informed consent before using their personal information
in ways that do not directly contribute to, or support the delivery of, their
health care;

e Respect and record patients’ decisions to agree to or restrict the
disclosure or use of information, wherever possible;

e Communicate effectively with patients to ensure they understand what the
implications may be if they choose to agree to or restrict the disclosure of
their information. For example, clinicians cannot treat patients safely, nor
provide continuity of care, without having relevant information about a
patient’s condition and medical history; complete records need to be kept
of all care provided so that neither patient safety, nor clinical responsibility
for health care provision is neglected; it may be more difficult to contact
patients later if a new treatment (or hazard) is discovered but their details
are not on the relevant database.



7.1

7.2

7.3

7.4

7.5

7.6

OBTAINING CONSENT FROM PATIENTS ABOUT USE OF THEIR
INFORMATION

Staff must ensure that as far as possible information is only disclosed with the
patient's consent. To be valid, that consent should be informed and freely
given. Consent may be verbal or written. Patients can change their choice
about consent at any time.

Consent, whether implied (when a patient accepts a service) or explicit (when
a patient indicates consent), must always follow effective involvement of
patients.

Explicit consent is best practice and should become the norm as better
informed patients share in decisions about the uses of their information.

Always consider anonymisation if possible. If data are anonymised, it is good
practice to inform the patient but consent is not needed. See Paragraph 8.

Requirements for consent should be considered against each of the following
criteria (for further information see www.show.scot.nhs.uk/confidentiality):

e Legal Requirement. In some circumstances, the law requires clinicians
to disclose information irrespective of the views of a patient, e.g. if patients
contract certain notifiable diseases. The Data Protection Act requires that
the patient be told about the disclosure.

e To protect patient’s vital interests. e.g. where a health professional is
concerned that a child or vulnerable adult may be at risk of death or
serious harm. Professionals who have such concerns should draw them
to the attention of the relevant authorities.

¢ In the interest of the public. An example might be the disclosure of
information to the police to help in the prevention or detection of a serious
crime. Both the Data Protection Act and professional standards
specifically allow for information to be disclosed in this way.

e Children and adults who are unable to consent. There will always be
situations where a patient is unable to give consent, e.g. some children,
adults with incapacity, and the critically ill. In many of these cases,
particularly in the case of children, there will be someone, e.g. a parent,
who is legally entitled to give consent on their behalf.

There will be occasions when staff are asked to disclose information without
consent e.g. in relation to child protection or suspected serious crime. The
clinician-in-charge must be prepared to balance the considerations for and
against disclosure in the interests of the patient and any third party; justify and
record each decision to disclose or withhold. It will therefore be a matter for
the clinician's best judgement as well as legal and professional guidance.
Decisions should be taken on a case by case basis in the light of best
available information, which may include advice from the Data Protection
Officer or Caldicott Guardian. Wherever possible the patient should be
informed what information has been disclosed and to whom.


http://www.show.scot.nhs.uk/confidentiality

7.7

8.2
8.3

8.4

Patients need to be informed of any possible implications for their own care
and the potential effect on others from a decision to withhold their data.

ANONYMISATION

Data are said to be anonymised when items such as name, address, full
postcode, date of birth and any other detail that might identify a patient are
removed; the data about a patient cannot be identified by the recipient of the
information; and the theoretical probability of the patient's identity being
discovered is extremely small.

Always consider anonymisation of data where possible.

While the Data Protection Act does not restrict the use of data that do not
identify patients, patients do have a right to know when it is intended that their
information will be anonymised for a range of appropriate purposes.

An anonymising service is being developed within ISD* to anonymise all
national returns. NHS Boards must set up systems to ensure local data flows
meet agreed national standards which are being developed with ISD*.

*ISD — Information and Statistics Division of the Common Services Agency, NHS
Scotland.

9.1

9.2

9.3

9.4

9.5

OBLIGATIONS ON INDIVIDUALS WORKING IN OR WITH NHS
SCOTLAND

All staff, students, volunteers, and contractors must endeavour to meet the
standards outlined in this code, as well as their terms of employment (or other
engagement agreements). These requirements build on existing best
practice. Everyone should seek to ensure that protection of patient
confidentiality is built into all healthcare.

Staff, students, volunteers, and contractors may be constrained from meeting
these standards where appropriate organisational systems and processes are
not yet in place. In these circumstances the test must be whether they are
working within the spirit of this code of practice and are making every
reasonable effort to comply.

The need for change may apply to many existing systems and processes and
it is the duty of staff to inform the Caldicott Guardian of any specific problems
in relation to confidentiality that are noted.

Staff working in partnership with other organisations should ensure that they
are fully aware of the information sharing protocol/s in operation.

Specific legal restrictions apply to disclosure about Sexually Transmitted
Diseases (including HIV and AIDS) and Human Fertilisation and Embryology
Units. Staff working in these areas need to be aware of these restrictions.
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10.1

10.2

10.3

10.4

PATIENTS' RIGHTS OF ACCESS TO THEIR PERSONAL HEALTH
RECORDS

Patients (or their parents or legally appointed representative) have the right to
see and get a copy of personal health information held about them, provided
(in the case of a child) they understand what this means. There may be a
charge for this.

Staff should facilitate the patient's right of access. Rare exceptions include
occasions where the clinician-in-charge documents that access to the record
could cause serious harm to the patient's or someone else's physical or
mental health; could identify someone else; or is subject to legal restrictions.

If an access request means disclosing information from or about a Third Party
(someone other than the patient or staff involved in their care), the request
may be refused unless Third Party information can be temporarily removed, or
the Third Party consents to disclosure or ‘it is reasonable in all the
circumstances’ to comply with the request without the consent of the
individual.

Information needs to be provided within 40 days of a request so staff must
action requests promptly.

If in doubt, staff should seek the advice of the local Data Protection Officer or
consult www.show.scot.nhs.uk/confidentiality.

Updated June 2003
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Appendix 2
1. Rapid Impact Checklist

CONFIDENTIALITY POLICY

Which groups of the population do you think will be affected by this proposal? Other groups:

e minority ethnic people (incl. gypsy/travellers, refugees &
asylum seekers) o
e women and men
e people in religious/faith groups
e disabled people
e older people, children and young people
e lesbian, gay, bisexual and transgender people

All groups
people of low income

people with mental health problems
homeless people

people involved in criminal justice system
staff

N.B. The word proposal is used below as shorthand for any policy,
procedure, strategy or proposal that might be assessed.

What positive and negative impacts do you think there may be?

Which groups will be affected by these impacts?

What impact will the proposal have on lifestyles? For example, will the

changes affect: None
e Diet and nutrition?

o Exercise and physical activity?

e Substance use: tobacco, alcohol or drugs?

e Risk taking behaviour?

e Education and learning, or skills?

Will the proposal have any impact on the social environment? Things that | No

might be affected include

Social status

Employment (paid or unpaid)
Social/family support

Stress

Income

ill the proposal have any impact on
Discrimination?
Equality of opportunity?
Relations between groups?

...E.....

Positive impact on equality of opportunity, specifically for people with disabilities relating to
communication, since the patient resources are available in other languages and formats.

Will the proposal have an impact on the physical environment? For
example, will there be impacts on:

Living conditions?

Working conditions?

Pollution or climate change?

Accidental injuries or public safety?

Transmission of infectious disease?

No

Will the proposal affect access to and experience of services? For
example,

e Health care

e Transport

e Social services

e Housing services
e Education

No




Appendix 2

Rapid Impact Checklist: Summary Sheet

Positive Impacts (Note the groups Negative Impacts (Note the groups
affected) affected)
Resources available in other formats and None

languages, and resources available
specifically aimed at children & young
people.

Additional Information and Evidence Required

None

Recommendations

That this policy does not have significant implications for diversity and equality.

From the outcome of the RIC, have negative impacts been identified for race or other
equality groups? Has a full EQIA process been recommended? If not, why not?

No, see above.

Manager’s Signature: Date:




